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Abstract

Leakage contracts have been proposed as a new security abstrac-
tion at the instruction set architecture level. Leakage contracts aim
to capture the information that processors may leak via microar-
chitectural side channels. Recently, the first verification tools have
emerged to check whether a processor satisfies a given contract.
However, coming up with a contract that is both sound and precise
for a given processor is challenging, time-consuming, and error-
prone, as it requires in-depth knowledge of the timing side channels
introduced by microarchitectural optimizations.

In this paper, we address this challenge by proposing LEASYN,
the first tool for automatically synthesizing leakage contracts that
are both sound and precise for processor designs at register-transfer
level. Starting from a user-provided contract template that captures
the space of possible contracts, LEASYN automatically constructs
a contract, alternating between contract synthesis, which ensures
precision based on an empirical characterization of the processor’s
leaks, and contract verification, which ensures soundness.

Using LEASYN, we automatically synthesize contracts for six
open-source RISC-V CPUs for a variety of contract templates. Our
experiments indicate that the contracts synthesized by LEASYN are
more precise (i.e., represent the actual leaks in the target processor
more faithfully) than contracts derived manually in prior work.

1 Introduction

Microarchitectural attacks [1-15] rely on subtle but measurable
hardware side effects on a computation’s execution time to compro-
mise otherwise secure programs. The exploited side effects result
from optimizations—such as caching and speculative execution—
implemented in a CPU’s microarchitecture. Defending against such
attacks is challenging since they are “invisible” at the level of the
instruction set architecture (ISA), the traditional hardware-software
interface familiar to programmers.

Leakage contracts [16] have recently been proposed as a new
security abstraction at ISA-level to fill this gap and to serve as a
rigorous foundation for writing programs that are resistant against
microarchtiectural attacks. In a nutshell, a leakage contract spec-
ifies at the ISA-level what information a program may leak via
microarchitectural side channels. Leakage contracts have been suc-
cessfully applied to reason about the security of hardware [17, 18]
and software [19, 20] against microarchitectural leaks.

To prevent microarchitectural attacks, programmers can use
leakage contracts as a guideline for secure programming by ensur-
ing that secret information does not influence any of the leakage
sources identified in the contracts. To be useful for this, however,
leakage contracts should be sound, i.e., they should capture all leaks
in the underlying processor, and precise, i.e., they should expose
as part of the contract only the information that is actually leaked.
Unsound contracts are problematic since they could lead to insecure
code. At the same time, imprecise contracts may unnecessarily rule

out programs as “insecure” and introduce performance overheads,
as they lead to unnecessarily defensive code.

Deriving a sound and precise leakage contract for a given pro-
cessor is challenging. Manually constructing a leakage contract
for a modern processor is a time-consuming [21] and error-prone
endeavour: it requires a deep understanding of the processor’s mi-
croarchitecture and the leakage introduced by its optimizations.
Automatic synthesis of leakage contracts promises to address the
impracticalities of manually constructing a contract [22-24]. How-
ever, existing approaches for synthesis are limited: The approach
by Mohr et al. [22] can synthesize a precise contract directly from
a register-transfer level (RTL) processor design, but it cannot guar-
antee the contract’s soundness, i.e., the contract may miss leaks,
compromising its usefulness for secure programming. The approach
by Dinesh et al. [23, 24], on the other hand, synthesizes sound but
(very) imprecise contracts, e.g., the synthesized contracts entirely
rule out the use of any branch or memory instructions. Wang et
al. [17] have proposed LEAVE, a tool that can verify the soundness of
leakage contracts against RTL designs, and they have used LEAVE
to synthesize sound contracts with a human in the loop. As we
show in § 6, the resulting contracts are still fairly imprecise.

In this paper, we propose a methodology to automatically syn-
thesize leakage contracts that are sound and precise given an RTL
processor design. Next, we describe our main contributions.

Synthesis methodology. We propose a methodology (§ 4) to syn-
thesize sound and precise contracts given an RTL processor design.
Our methodology starts from (a) the RTL design of the target proces-
sor, and (b) a user-provided contract template that consists of a set
of contract atoms, each capturing a potential instruction-level leak.
Crucially, the template defines the search space for contract synthe-
sis and any subset of the template’s atoms is a candidate contract.
Figure 1 illustrates our approach, which consists of three phases:
(1) Empirical Leakage Characterization: We start by characteriz-
ing a processor’s leakage based on a set of test cases (§ 4.1),
where a test case consists of a pair of programs with their
corresponding inputs. These test cases are automatically gen-
erated based on the given contract template, and they aim at
exercising the processor to identify leaks. The test cases are
classified in terms of attacker distinguishability, i.e., whether
the attacker can distinguish the pair of executions or not, and
template distinguishability, i.e., which sets of atoms from the
template distinguish each test case.
(2) Contract Synthesis: We build a candidate contract for the target
processor by alternating between a synthesis phase (§ 4.2) and
a verification phase (§ 4.3). We start by synthesizing the most
precise candidate contract that captures all leaks exposed in the
test cases, based on the attacker and template distinguishability
relations. To ensure that the candidate contract is sound, i.e., it
captures all leaks, even those not exercised by the initial test
cases, we perform a bounded verification step. Whenever we
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Figure 1: Overview of LEASYN synthesis approach

find a leakage counterexample, i.e., an attacker-distinguishable
test case that is contract indistinguishable under the current
candidate contract, this counterexample is added to the set of
test cases, and a new contract candidate is synthesized.

(3) Unbounded Contract Verification: When we cannot find further
counterexamples with bounded verification, we perform a final
unbounded verification step to ensure that indeed all possible
leaks in the target processor are captured by the candidate
contract (§ 4.4). If this passes, the contract is provably sound
for the target processor, and we return it to the user.

In contrast to prior approaches for contract synthesis [22-24], our

methodology ensures that the synthesized contract is both sound,

i.e., it captures all leaks, and precise, i.e., it distinguishes as few

attacker-indistinguishable test cases as possible.

LEASYN synthesis tool. We implement our methodology in LEASYN
(§ 5), a tool for synthesizing leakage contracts from processor de-
signs in Verilog. LEASYN implements all the steps of our methodol-
ogy: it uses integer-linear programming for contract synthesis, a
bounded model checker for bounded soundness verification, and
the LEAVE contract verification tool [17] for unbounded soundness
verification. LEASYN also implements a family of different contract
templates capturing instruction-level leaks, which are implemented
of top of the RISC-V Formal Interface [25] to simplify applying
LEASYN to new targets.

Evaluation. We validate our methodology by synthesizing leak-
age contracts for six open-source RISC-V processors from three
different core families (§ 6). We do so by (a) defining a variety of
contract templates capturing different classes of instruction-level
leaks (e.g., leaks through control flow, variable-latency instructions,
and memory accesses), and (b) using LEASYN to synthesize the most
precise and sound contracts satisfied by the studied target proces-
sors, against an attacker that observes when instructions retire.
Our experiments confirm that LEASYN can successfully synthesize
sound and precise leakage contracts for all of our targets in less
than 48 hours. Furthermore, the contracts synthesized by LEASYN
are significantly more precise than existing sound contracts derived
either manually [17] or automatically [23].

Summary. To summarize, we make the following contributions:
e We propose a methodology for synthesizing sound and
precise leakage contracts for RISC-V processors at RTL.
e We implement our methodology in a tool called LEASYN.

o We evaluate LEASYN on six open-source RISC-V processors,
demonstrating that it can efficiently synthesize sound and
precise contracts.

e We show that the contracts synthesized by LEASYN are
significantly more precise than those derived in prior work.

2 Overview

We now present the core aspects of our approach with an example.

2.1 A simple processor
We start by introducing a simple ISA and a CPU implementing it.

Instruction Set. We consider a simple instruction set ISA that
supports loading immediate values into registers, and performing
(integer) divisions between them. The architectural state consists of
n 32-bit registers, representing signed integers, which we identify
using R1,...,Rn. It also contains a dedicated register PC holding the
program counter. The instruction set consists of two instructions:

(1) The load immediate instruction 1i RD, imm sets the value
of the destination register RD to imm. RD is a register identifier in
R1,...,Rn and imm is a 32-bit value.

(2) The division instruction div RD, RS1, RS2 divides RS1 by
RS2 and stores the result in RD. RD, RS1, RS2 are register identifiers
in R1,...,Rn. Inspired by the RISC-V ISA [26], upon a division by
0, i.e., when the value of RS2 is 0, the value of RD is set to —1.

Processor. We consider a simple two-stage pipelined implementa-
tion ImprL of ISA. The fetch/decode stage takes one cycle. It loads the
current instruction at the address in PC, decodes it into instruction
type and operands, and increments the program counter.

The execute stage works as follows:

e Load immediate instructions 1i RD, imm are executed in a
single cycle by writing the value imm to destination register RD.

e Division instructions div RD, RS1, RS2 are handled by a dedi-
cated division unit. The unit takes 32 cycles to execute all divisions
except when RS2 is 0 or 1, in which case it takes 1 cycle.

Whenever the execute stage takes more than one cycle, the
fetch/decode stage gets stalled.

2.2 Modeling leaks with leakage contracts

Next, we show how leakage contracts can be used to capture—at
ISA level—the leaks existing in the CPU ImpL from § 2.1.

Leakage. Executing instructions on IMPL can leak information about
the value of some of the registers. For instance, consider an attacker



ATK that can observe at which cycles Impr retires each instruction.
In this case, the attacker can distinguish between the following
pairs of program executions, where we represent each execution
by a pair (p | o) consisting of a program p and an initial state o:

(1) (divR1,R2,R3 | o1) vs. {div R1,R2,R3 | a3), for a1, 03, s.t.
01(R3) = 2 and 0»(R3) = 1. The two executions are attacker
distinguishable since executing div takes 33 cycles (1 cycle
for fetch/decode and 32 for the execution stage) starting
from sy, but only 2 cycles starting from s,.

(2) (divR1,R2,R3 | o1) vs. (1i R1,0x0@ | 03) for some o3, are
also attacker distinguishable since div takes 33 cycles start-
ing from s; whereas 1i only takes 2 cycles.

The attacker ATk would, however, not be able to distinguish the
following pairs of executions:

(1) (div R1,R2,R3 | o1) vs. {(div R1,R2,R3 | ay), for o4 with
04(R3) = 8, since div will take 33 cycles in both cases, and

(2) (divR1,R2,R3 | 03) vs. (1i R1,0x0@ | 03), since executing
both div (since r3 is 0) and 1i take 2 cycles.

Leakage contracts. Securely programming IMPL requires under-
standing which program executions an attacker might distinguish
to ensure that secret data is not leaked. Leakage contracts [16] pro-
vide a way of characterizing such leaks at the ISA level, thereby en-
abling secure programming. For this, contracts map architectural ex-
ecutions, i.e., executions according to the ISA, to contract traces that
capture what information might be leaked through side channels.

A contract is sound for a CPU (or, equivalently, the CPU satisfies
the contract), if the contract captures all leaks in the CPU, that
is, any two program executions that are distinguishable by ATk
must result in different contract traces. For instance, IMPL satisfies a
contract that exposes all the operands of executed div instructions,
since distinguishable executions like the ones mentioned above
would be mapped to different contract traces. While sound contracts
are a prerequisite for secure programming, not all sound contracts
are useful. Indeed, consider a contract that exposes the operands
of all instructions. Despite being sound for Impr, this contract is
useless from a secure programming perspective, since it only admits
programs that do not process any secrets! This contract is imprecise
since it over-approximates the actual leaks in ImPL.

2.3 Synthesizing sound and precise contracts
with LEASYN

Figure 1 depicts LEASYN’s approach to synthesize sound and precise
contracts given an RTL processor. The approach takes as input:
(1) The RTL design of the processor under synthesis ImpL.

(2) A user-provided contract template T consisting of a set of con-
tract atoms (§ 3.2), each capturing potential instruction-level
leaks. The template defines the search space for contract syn-
thesis and any subset of its atoms is a candidate contract.

Based on these inputs, LEASYN outputs a contract CTR that is (a)
sound, i.e., it captures all leaks in the target CPU ImpL, and (b) as
precise as possible, i.e., among all sound contracts in the template it
distinguishes the fewest of the attacker-indistinguishable test cases
explored during synthesis. Next, we describe the contract template
for our example, and then the three phases of our approach.

Contract template. We consider a contract template that can ex-
pose as part of the contract trace three kinds of information: (1) the

value [imm] of the immediate imm in load-immediate instructions,
(2) the destination and source registers used in div instructions (de-
noted as [RD]], [RS1], [RS2])), and (3) the values of these registers
(denoted as [Reg[RD]]|, [Reg[RS11], and [Reg[RS21]).

Furthermore, an observation corresponding to the instruction
type ITYPE = {1i,div} can be added to the trace whenever an
instruction of that type is executed.

Therefore, the set of atoms in our template is as follows:

Atoms = {(11,("1i",-)), (div, {"div",=)), (11, ("imm", [imm])),
(div, ("RD", [RD])), (div, ("Reg[RD1", [Reg[RDI])),
(div, ("RS1",[[RST])), (div, ("Reg[RS11", [Reg[RS11])),
(div, ("RS2", [RS2]]}), (div, ("Reg[RS2]", [Reg[RS21]))}

For instance, atom (1i,("1i",—)) adds to the trace the tuple
("1i",—) whenever a load immediate instruction is executed,
whereas atom (div, ("Reg[RS2]", [Reg[RS2]])) exposes the tu-
ple ("Reg[RS2]", [Reg[RS2]]) containing the value of the second
source operand whenever a div instruction is executed.

Phase 1: Empirical leakage characterization. To empirically
characterize a processor’s leakage, LEASYN first generates a set
of test cases T, where each test case consists of a pairs of ISA-
level programs with associated data inputs. Then, it simulates the
execution of test cases on the target processor ImpL and determines
which test cases are attacker distinguishable and which are not.

To allow the subsequent synthesis step to associate leakage with
particular contract atoms in the template, LEASYN also simulates
each test case on the contract template T. The result of this sim-
ulation is condensed into the template distinguishability of each
test case, which compactly captures which sets of contract atoms
distinguish a particular test case and which do not.

In our example, we consider an attacker ATk that observes when
instructions retire and we systematically generate the following
test cases, each consisting of a pairs of program executions:

(T1) (1iR1,0x1234 | o) vs. (1i R1,0x5678 | o) for some o.

(T;) (1i R1,0x1234 | o) vs. (1i R2,0x1234 | o) for some o.

(T3) (11 R1,0x1234 | o) vs. (11 R1,0x1234 | ¢’) for o, 0’, s.t.
o(R1) # o’ (R1), i.e., for different initial values of R1.

(Ty) (1i R1,0x1234 | o) vs. (div R1,R2,R3 | o) for some o.

(Ts) (div R1,R2,R3 | o) vs. {(div R1,R2,R3 | ¢’) for o,0’, s.t.
o(R1) # ¢’ (R1), 0(R2) # ¢’ (R2), and o(R3) # ¢’ (R3). Fur-
ther, o(R3), o’ (R3) ¢ {0, 1}, i.e, neither of the initial states
assigns 0 or 1 to R3.

For the attacker, all test cases except Ty are indistinguishable, since
the program executions take the same amount of time. In terms of
template distinguishability, for instance, the test case Tj is distin-
guished by including any of the template’s atoms in the contract.

Phase 2a: Contract Synthesis. Based on the empirical leakage
characterization, LEASYN synthesizes, using integer linear program-
ming, a candidate contract CTRr that (a) distinguishes all attacker-
distinguishable test cases, and (b) is as precise as possible given the
template T. In other words, it distinguishes as few of the attacker-
indistinguishable test cases as possible.

In our example, based on the initial test cases, LEASYN might
synthesize the following initial contract:

Ctry = {(14,("1i",-))}



This contract CTR; captures that the attacker ATk can distinguish
1i instructions from div instructions (as indicated by T, above).
Note that CTR; is the most precise contract that captures all leaks ex-
ercised by the test cases. For instance, the contract exposing also the
value of the immediate in 11 instructions, i.e, (1, ("imm", [imm]}}),
would still capture the leak in Ty, but it also unnecessarily distin-
guishes Ts and it is, therefore, not a possible solution.

Phase 2b: Bounded verification of soundness. Since the test cases
may miss some leaks, the synthesized contract is not guaranteed
to be sound. To ensure soundness, LEASYN alternates the contract
synthesis step with a bounded verification step, which either pro-
vides a counterexample to soundness or it proves that the contract
is sound up to a given bound on the number of executed cycles.
In case of unsoundness, the counterexample is used to refine the
contract by looping back to the contract synthesis step (Phase 2a).
In our example, CTR; is unsound since it does not capture the
leaks generated by div instructions. The bounded verification might
generate the following test case as counterexample to soundness:
(Tg) (div R1,R2,R3 | o) vs. (div R1,R2,R3 | ¢’) for o,0’, s.t.
o(R3) =0 and ¢’ (R3) =5.
Next, LEASYN simulates the contract template T on the generated
counterexamples to determine the distinguishing atoms, and re-
executes the contract synthesis step (Phase 2a). This time LEASYN
generates the following contract:

CTRry = {(div, ("Reg[RS2]1", [Reg[RS21]))}

CTR;, captures that the value of the second source register influences
the execution time of the div instruction, thereby distinguishing
Ts. The presence of an atom that applies only to the div instruc-
tion also ensures that div instructions are distinguishable from 1i
instructions, which distinguishes T;.

Phase 3: Unbounded verification of soundness. As soon as the
bounded verification does not find any more counterexamples,
LEASYN attempts to verify the synthesized contract unboundedly.
To this end, LEASYN generates inductive invariants using the Hou-
dini algorithm, following the verification approach of Wang et
al. [17]. If the verification succeeds, LEASYN returns the synthesized
sound and precise contract to the user. In our example, CTR; can
be proved sound in an unbounded manner and LEASYN terminates.

2.4 Generating more precise contracts

LEASYN synthesizes the most precise sound contract among all
possible contracts given a specific contract template. The choice of
the template, however, can significantly affect the precision of the
synthesized contracts.

The sound contract CTR, from § 2.3 is imprecise. For instance,
it distinguishes the test case below, even though the CPU ImpL
executes both instructions in the same number of cycles:

(T;) (div R1,R2,R3 | o) vs. (div R1,R2,R3 | ¢’) for o,0’, s.t.

o(R3) =7 and ¢’ (R3) = 8.
However, LEASYN cannot generate a more precise contract since the
template from § 2.3 can only expose the entire value of operands
for div instructions.

To derive more precise contracts, we need a more expressive
contract template, which can be achieved by including additional

atoms of the following form, where k is a constant value:
(div, ("Reg[RS21=k?", [Reg[RS21] == k))

Running LEASYN again with the updated template and test cases
Ty, ..., T; may result in generating the following contract at the end
of Phase 2a:

Ctry = {(div, ("Reg[RS2]1=0?", [Reg[RS2]] == 0))}

Even though this contract captures one of the leaks caused by div,
it is not sound since it misses the other special case of the div in-
struction, i.e., when R2 is 1. When running the bounded verification
(Phase 2b), LEASYN might produce the following counterexample:
(Ts) (divR1,R2,R3 | o) vs. (div R1,R2,R3 | o)
for 0,0’, s.t. 6(R2) =1 and ¢’ (R2) = 5.
A new synthesis step, then, finally results in the following contract:

Crtrs = {(div, ("Reg[RS2]1=0?", [Reg[RS2]] == 0}),
(div, ("Reg[RS2]1=17", [Reg[RS2]] == 1))}

This contract is sound and, again, it is the most precise given the
updated template. Therefore, LEASYN terminates by returning CTRs
to the user after the final unbounded verification.

3 Formal model

Here, we present the core components of our formal model.

3.1 Architectures and microarchitectures

Leakage contracts act as a security abstraction between the instruc-
tion set architecture (short: architecture or ISA) and a microarchi-
tecture, that is, a concrete implementation in a processor. Next, we
first formalize both concepts and then what it means for a microar-
chitecture to correctly implement an architecture [17].

Architectures. We view an architecture as a state machine that
defines how the execution progresses through a sequence of ar-
chitectural states, where each transition corresponds to the exe-
cution of a single instruction. Formally, an architecture is a pair
(ARCHSTATE, IsA) where ARCHSTATE is a set of architectural states
(each modeling the values of registers and data/instruction memory)
and IsA : ARCHSTATE — ARCHSTATE is a transition function that
maps each state 0 € ARCHSTATE to its successor Isa(o), obtained
by executing the next instruction to be executed in . To capture
an execution, we denote by Isa*(o) the sequence of states reached
from o by successive applications of Isa, i.e., Isa* (o) = 0y, 01, 03, ...
where 0y = 0 and 041 =Isa(o;) forall i > 0.

Microarchitectures. We view microarchitectures as state machines
modeling how the processor’s state evolves at cycle-level. Thus, a
microarchitecture is a triple (IMPLSTATE, INITSTATE, IMPL) where
IMPLSTATE = ARCHSTATE X UARCHSTATE is the set of microar-
chitectural states (some of which are initial states INITSTATE C
IMPLSTATE) and IMPL : IMPLSTATE — IMPLSTATE is a transition
function that maps each state ¢ € IMPLSTATE to its successor
ImpPL(0), obtained by executing the processor for one cycle. Each
microarchitectural state ¢ € IMPLSTATE consists of an architec-
tural part o754 € ARCHSTATE and a microarchitectural part o,y €
HARCHSTATE modeling the state of microarchitectural components
(such as caches and predictions). For simplicity, we require that
there is a canonical initial microarchitectural component gy €



HARCHSTATE such that INITSTATE = {(o, to) | 0 € ARCHSTATE}.
Similarly to Isa* (o), IMPL* (0) denotes the sequence of states reached
from o by successive applications of IMPL. Moreover, given a pred-
icate ¢ over IMPLSTATE, IMPL*|¢(0) denotes the sequence of ele-
ments from ImpL* (o) that satisfy ¢.

ISA compliance. To correctly implement an architecture ISA, an
implementation IMpPL needs to change the architectural state in a
manner consistent with ISA. We capture this following the ISA com-
pliance notion from Wang et al. [17], which relies on a retirement
predicate ¢ that indicates when ImpL retires instructions. Then, we
say that a microarchitecture ImpL implements an architecture ISA
if one can map changes of the architectural state in IMPL to ISA’s
executions using ¢.

Formally, a microarchitecture ImpL correctly implements an archi-
tecture ISA [17] given a retirement predicate ¢ over ARCHSTATE,
written IMPL ¢ ISA, if for all valuations ¢ € INITSTATE:

(a) (ImPL*|¢(0)) 54 = Isa*(oysa), Le., all architectural changes wit-
nessed by ¢ agree with ISA, and

(b) (IMPL'(0))54 = (IMPL'"!(0)) 54 Whenever (IMPL'(0)) 54 [ ¢,
i.e., no architectural changes beyond those witnessed by ¢.

3.2 Leakage contracts

Next, we introduce how we model leakage contracts in LEASYN. We
first introduce contract atoms, which are the basic building block
for contracts. Next, we introduce contract templates, which capture
the synthesis space for our approach as a set of possible atoms.

Contract atoms. Atoms capture potential leaks at the instruction
level, and they are built from applicability predicates and leakage
functions. The former determine whether a contract atom is applica-
ble in a given architectural state, whereas the latter determine what
information from the architectural state is leaked in case an atom is
applicable. Formally, a contract atom A is a pair A = (74, $4) where
the applicability predicate x4 is a predicate over ARCHSTATE and
the leakage function ¢4 is a function ¢4 : ARCHSTATE — CTROBS
mapping an architectural state to a contract observation in CTROBs.

Example 1. Addition and subtraction instructions addi and subi
could both leak their immediate value. Contracts atoms for these
instructions can be defined as follows:

e (addi,("imm",[[imm]}), where predicate addi holds when-
ever the instruction is an addition instruction and ("imm", [ imm])
is a leakage function that leaks the immediate value of the instruc-
tion [imm] together with a leakage identifier "imm".

o (subi,("imm",[[imm]}), where predicate subi holds when-

ever the instruction is a subtraction instruction and the leakage
function is the same as above.
Importantly, note that the test case (addi R1, R2, 0x1234 | o)
vs. (subi R1, R2, 0x1234 | o) would be indistinguishable by a
contract including both atoms. Even though two different instruc-
tions are executed, both atoms would be applicable and expose
("imm", 0x1234).

Contract templates. A contract template T is a set of contract atoms.
We require that the applicability predicates of contract atoms with
the same leakage function are mutually exclusive, i.e., at most one of
these atoms is applicable in any given state. This holds in Example 1,
since instructions can either be additions or subtractions.

We also require that the images of different leakage functions
are disjoint. This ensures that leakage from one function cannot
“cancel out” leakage from another function. For instance, a leakage
function exposing an immediate operand and another function
exposing the instruction’s opcode must not leak the same value.
A simple way to satisfy this requirement is associating a unique
identifier with each leakage function, like "imm" in Example 1.

Leakage contracts. Given a template T, any subset S C T of the
template induces a contract LCs : ARCHSTATE — 2CT%O which is
a function from architectural states to sets of observations.! For-
mally, LCs is defined by evaluating each applicable atom in S as fol-
lows: LCs(0) := {Pa(0) | (7ta,pa) € SAma(o)}. Given a sequence
T := 0y,01,... of architectural states, LCs(7) denotes the corre-
sponding sequence of observations LCs(0p), LCs(01), .. .. There-
fore, given an architectural state 0 € ARCHSTATE, LCs(IsA* (o))
denotes the contract trace, i.e., the sequence of contract observa-
tions associated with the execution Isa*(o).

Finally, in LEASYN, a test case T = (o, ") is a pair of architec-
tural states. We say that T is contract distinguishable for given
contract LCs if the corresponding contract traces are different, i.e.,
LCs(Isa™(0)) # LCs(IsAa*(0”)).

3.3 Contract satisfaction

We conclude by formalizing contract satisfaction [16] in our setting.
For this, we model microarchitectural attackers and then character-
ize when a contract captures all leaks observable by the attacker.

Attackers. We consider (passive) microarchitectural attackers that
can extract information from the microarchitectural state. For-
mally, we model a microarchitectural attacker as a function ATK :
IMPLSTATE — ATKOBS that maps microarchitectural states to at-
tacker observations in ATKOBs. Common attacker models, like the
one exposing the timing of instruction retirement [27] or the one
exposing the final state of caches [3, 28], can be instantiated in this
setting. Given an initial microarchitectural state o € INITSTATE,
ATk (IMPL*(0)) denotes the attacker trace, i.e., the sequence of at-
tacker observations associated with the cycle-accurante microar-
chitectural execution IMpL* (o). We say that a test case T = (0, 0”)
is attacker distinguishable if the corresponding attacker traces are
different, i.e., ATK(IMPL*(0)) # ATK(IMPL"(0”)).

Contract Satisfaction. A microarchitecture ImprL satisfies the con-
tract LCs for an attacker ATK if ATK cannot learn more information
about the initial architectural state by monitoring IMPL’s execu-
tions than what is exposed by the contract. That is, for any two
initial states, whenever the contract traces are the same, then the
attacker traces must be identical, i.e., ATk cannot distinguish the
two architectural executions. This is formalized in Definition 1.

Definition 1. Microarchitecture IMPL satisfies contract LCs for at-
tacker ATK, written ISA, ImpL + CTRSAT(LCs, ATK), if for all initial
states 0,0” € INITSTATE, if LCs(Isa*(01s4)) = LCs(IsA™(0”154)),
then ATk (ImrPL* (0)) = ATK(IMPL" (¢7)).

Definition 1 refers to 4 different traces: two contract traces de-
fined over the architecture ISA and two attacker traces defined over
the microarchitecture Impr. Wang et al. [17] proposed the notion of
microarchitectural contract satisfaction, formalized below, which is

1We often refer to a contract LCs directly using the set of atoms inducing it.



expressed only over a pair of microarchitectural traces and allows
to decouple reasoning about leakage and about ISA compliance.

Definition 2. Microarchitecture IMPL microarchitecturally-satisfies
contract LCs for attacker ATk and predicate ¢, written IMPL g
CTRSAT(LCs, ATK), if for all initial states o, ¢’, if LCs (IMPL*|¢$(0)) =
LCs(ImpL*|@(0”)), then ATk (IMPL*(0)) = ATK(IMPL" (0”)).

As stated in [17, Theorem 1], whenever ImpL correctly imple-
ments ISA, then contract satisfaction and microarchitectural con-
tract satisfaction are equivalent. Hence, Definition 2 is the notion
targeted by LEASYN and, for conciseness, we will refer to it simply
as “contract satisfaction” throughout the rest of the paper.

4 Contract synthesis

In this section, we describe LEASYN’s synthesis approach. First, we
describe the empirical leakage characterization (Phase 1 in Fig. 1;
§ 4.1). Next, we describe how LEASYN synthesizes a candidate con-
tract using integer linear programming (Phase 2a in Fig. 1; § 4.2).
Then, we describe how LEASYN checks whether a contract is sound,
i.e., it capture all leaks, with bounded verification (Phase 2b in Fig. 1;
§ 4.3) and unbounded verification (Phase 3 in Fig. 1; § 4.4).

4.1 Phase 1: Empirical leakage characterization

LEASYN generates a set of test cases T to characterize a processor’s
leakage. As an input to the ILP-based contract synthesis (Phase
2a), LEASYN needs to determine for each test case: (a) whether it is
attacker distinguishable, and (b) which contracts from the contract
template would make it contract distinguishable.

Test-case generation: Test cases aid contract synthesis in two
opposing ways: (1) Attacker-distinguishable test cases uncover
leaks and force the inclusion in the contract of atoms that expose
these leaks. (2) Attacker-indistinguishable test cases show which
atoms should not be included in the contract to avoid imprecision.

Based on this observation, our goal is to generate test cases that
differ in exactly one atom. This has two benefits. First, if a test case is
attacker distinguishable, there is only one possible responsible atom.
Second, as test cases “differ” only in one atom, this strategy is likely
to generate many attacker indistinguishable tests, in particular
when targeting atoms that do not capture leakage in the processor.

To generate such test cases, we proceed as follows. We start
by generating an architectural state oy that consists of a random
instruction sequence and a random initial valuation of the registers.
Then, we randomly pick an instruction from the sequence and
an applicable leakage function and generate a pair of architectural
states (o, 0”) such that the leakage function will evaluate differently
in 0 and ¢’ on the chosen instruction.

To implement this, we define a modifier function for each leakage
function in our template. Modifier functions may, for instance,
change the initial value of a register, inject new instruction to adapt
the architectural state, or modify one of the instructions.

Recall the template introduced in § 2.3. Given this template, the
modifier function for the leakage function imm would for example
transform a state oy whose first instruction is 11 R1, 0x1234 to
the pair (o, 0”) where o = 0y and the only difference in ¢” is that its
first instruction is 11 R1, 0x5678. Similarly, the modifier function
for the leakage function RD could substitute the instruction div

R1, R2, R3in oy withdiv R4, R2, R3in ¢’. For other leakage
functions such as Reg[RS1], the modifier function does not alter
any instructions but modifies the value of a specific register in the
initial architectural state of ¢’. Depending on the context of an
instruction, modifier functions are not guaranteed to generate a
test case that only differs in the chosen leakage function, e.g., if
dependent instructions are present in the instruction sequence.

Attacker distinguishability: Each of the test cases t = (0,0”)
in T is executed on the target CPU Impr. To derive the attacker
traces for o and ¢’, we construct the two initial states (o, yp) and
(¢’, pto) for the CPU Impr. To determine attacker indistinguishability,
we then simulate the executions ImpL*((0, 1)) and ImpL* ((0”, o))
and check whether the attacker can distinguish them, i.e., we check
if Ark(ImpL*((o, to))) # ATR(IMPL*((0”, pto))). In general, the ex-
ecutions IMpL*((o, yp)) and ImpL*((0”, o)) might be infinite, so
LEASYN simulates them up to a fixed number of cycles n, and we
pick an n that is large enough to fully simulate all our test cases.

Template distinguishability: To succinctly characterize the con-
tract distinguishability of each test case for all possible contract
induced by the template T, we rely on the following observation.

Let (0,0”) € T be a test case and let LCs be a contract. Also,
let IsA*(0) = 0y, 01,... and Isa*(¢’) = 0,01, ... be the architec-
tural executions from o and ¢’. Test case (o, ¢’) can be contract
distinguishable under LCs for two distinct reasons:

o Leakage Mismatch: There are atoms A, B € S with ¢4 = ¢p
and an index i, s.t. m4(0;) A 7g(0]) and $a(0;) # ¢p(0o}), ie., at
some point, the atoms A and B are applicable in the two executions
but evaluate differently. Note that A and B can be the same atom.

o Applicability Mismatch: There is an atom A € S and an index i,
s.t. ma (o) (or m4(0})) and no atom B € S with ¢4 = ¢p is applicable
in o (or 0;), i.e., there is an observation only in one executions.

Example 2. Consider the following test cases:

e Testcase 1i R1, 0x1234 vs.1i R1, 0x5678 would be distin-
guishable due to a leakage mismatch by a contract including the
atom (11, ("imm", [imm])), since the immediate value exposed by
the atom is different in the two executions.

e Test case 11 R1, 0x1234 vs. add R1, R2, R3 would be
distinguishable due to an applicability mismatch by a contract
consisting only of the atom (11, ("imm", [ imm])) as no atom with
the same leakage function is applicable in the second execution.

We characterize the template distinguishability of each test case
t = (0,0’) via its strongly-distinguishing atoms SD; C T and its
xor-distinguishing pairs XOR, C (g):

A strongly-distinguishing atom A € T is one for which there exists
an index i such that 74 (0;) (or 74(o7})) holds, and no atom B € T
satisfies 75(07) A $a(07) = d(07) (or 75(c7) A d(0) = $a(0))),
Including any strongly-distinguishing atom A € SD; in a contract
will make the test case t contract distinguishable independently of
which other atoms are included. This contract distinguishability
may be caused by a leakage mismatch or an applicability mismatch.

For example, in the test case 1i R1, 0x1234 vs.1i R1, 0x5678
the atom (11, ("imm", [ imm])) is strongly distinguishing, as it is ap-
plicable in both executions and the immediate values are different.

A xor-distinguishing atom pair {A, B} € (g) with A # B is one
for which there exists an index i such that 74 (0;) A 7g(0o;) holds



and ¢a(0;) = ¢p(0o]). Due to our assumption that the applicability
predicates of contract atoms that share a leakage function are mutu-
ally exclusive, there can be no other atom C € T with ¢4 = ¢pp = ¢¢
that is applicable in o; or o]. Thus, including exactly one of the
two atoms A and B in a xor-distinguishing pair {A, B} € XOR; will
make the test case t contract distinguishable due to an applicability
mismatch. For example, in the test case addi R1, R2, 0x1234 vs.
subi R1, R2, 0x1234 the pair of atoms (addi, ("imm", [ imm]))
and (subi, ("imm", [imm])) is a xor-distinguishing pair.

The two sets SD; and XOR; fully characterize the contract dis-
tinguishability of a test case ¢ under any possible contract:

Proposition 1. Lett = (o, 0”’) be a test case and let LCs be a contract.
Then, t is contract distinguishable under LCs iff
o S includes a strongly-distinguishing atom, i.e., SD; NS # 0, or
o S includes exactly one of the two atoms in a xor-distinguishing
pair, i.e., 3{A, B} € XOR, with|S N {A, B}| = 1.

To compute the sets SD; and XOR, for a test case t, we simulate
the execution of the test case w.r.t. the contract template T and check
the conditions for strongly-distinguishing and xor-distinguishing
atoms for each index i. To simulate Isa* (o) (which might be infinite),
LEASYN only simulates executions up to a fixed number of steps.

Prior work by Mohr et al. [22] relies solely on distinguishing
atoms. An atom A € T is distinguishing if there exists an index i
such that 4 (0;) ®ma(07) or ma(0;) Ama(o]) Ada(oi) # $a(o}). For
templates that contain multiple atoms that share the same leakage
function, the set of distinguishing atoms is not sufficient to fully
characterize a test case’s contract distinguishability. In particular,
the inclusion of two distinguishing atoms may result in contract
indistinguishability as Example 1 demonstrates.

4.2 Phase 2a: ILP-based contract synthesis

Given a template T, the empirical leakage characterization from
§ 4.1 computes the following information for each test case t € T:
e SD; C T the set of strongly-distinguishing atoms,
e XOR; C (g) the set of xor-distinguishing atom pairs, and
e d; € B whether the test case is attacker distinguishable.
For convenience, we denote the set of attacker-distinguishable
test cases as Ty = {t € T | d; = 1} and the set of attacker-
indistinguishable test cases as T,g = T \ Tj.

Based on this information, LEASYN uses integer linear program-
ming (ILP) to synthesize a contract. That is, we compute a set
of atoms § C T, such that LCs distinguishes all attacker-dist-
inguishable test cases and as few attacker-indistinguishable test
cases as possible. Next, we detail the ILP formulation that achieves
this.

Variables. For each atom A € T, we introduce a boolean variable
sa that is true iff the atom A is included in the synthesized contract.
We also introduce a boolean variable fp, for each t € T,,4 to cap-
ture whether the attacker-indistinguishable test case ¢ is a false pos-
itive, i.e., it is contract distinguishable in the synthesized contract.
Finally, we introduce a boolean variable x4 gy for each pair
{A, B} that is xor-distinguishing for some test case t.

Objective function. The objective function of the ILP then is to
minimize the number of false positives: min 3,7, fp,- As a sec-
ondary objective we minimize the number of atoms in the contract,

i.e., we minimize ), 47 Sa, which promises to yield a smaller con-
tract that is likely more precise on unseen test cases.

Constraints. It remains to ensure that all attacker-distinguishable
test cases are contract distinguishable and that the fp, variables
are consistent with the contract encoded by the s4 variables. From
Proposition 1, we know that a test case ¢ is contract distinguishable
iff the contract contains (a) a strongly-distinguishing atom or (b)
exactly one of the two atoms of one of its xor-distinguishing pairs.

We start by adding the following constraints enforcing x4 g} =
sa @ sp for any xor-distinguishing pair {A, B} € U,er, XOR;:

X{AB} <SA +SB, X{AB} = SA — SB;

X{AB} 2 SB ~ SA; X{AB} S2—S4—SB.

Following Proposition 1, we add the following constraint for
every t € Ty to ensure that every attacker-distinguishable test case
is contract distinguishable:

DTED)

AeSDy {A,B}€XOR;

x{aB}y 2 1.

Finally, to ensure that the fp, variables are consistent with the
contract distinguishability of the test cases we add the following
constraints for each attacker-indistinguishable test case t € T,,4:

fpr =54
fpr = x(aB)

Proposition 2. Any solution to the ILP corresponds to a set of atoms
S C T such that LCs distinguishes all attacker-distinguishable test
cases and as few attacker-indistinguishable test cases as possible.

for every A € SD;,
for every {A, B} € XOR;.

4.3 Phase 2b: Bounded soundness verification

The ILP-based synthesis from § 4.2 generates a new contract based
on the attacker and template distinguishability derived from the test
cases (§ 4.1). Since the test cases may miss some leaks in the target
processor, the contract generated from Phase 2a may be unsound.
To discover leaks that are missed by the candidate contract, LEASYN
performs a bounded verification step, which we describe next.

Intuition. LEASYN verifies whether the candidate contract LCs
captures all leaks visible by the attacker ATk on target CPU ImpL
when considering all possible executions up to a given length k.
That is, LEASYN verifies a bounded variant of Definition 2. For
this, LEASYN encodes the contract verification task as a bounded
model checking (BMC) problem. Since microarchitectural contract
satisfaction is a property defined over pairs of ImPL executions, our
encoding relies on self-composition [29], which reduces reasoning
about pairs of executions to reasoning about a single execution, by
first constructing a product circuit consisting of two copies of ImPL.
The bounded contract satisfaction property ¢crsq; is then encoded
on top of this circuit. The BMC either (a) falsifies ¢crsqr and provides
a counterexample—a test case with the same contract traces but
different attacker traces—which can be used to synthesize a better
contract, or (b) proves that the contract is sound up to bound k.

Constructing the product circuit. We construct a product circuit
consisting of two copies of IMPL executing in parallel. To com-
pare contract observations, which are produced only when instruc-
tions retire (i.e., whenever the user-provided retirement predicate
holds), we need to synchronize the two copies of IMPL on retirement.



That is, whenever one copy of ImMPL retires an instruction but the
other does not (i.e., ¥ holds only on one of the two executions),
the copy of Impr where i holds is “paused” until the other one
catches up. To do so, LEASYN uses the stuttering product circuit
construction introduced by Wang et al. [17], which constructs a
product circuit synchronized on the retirement predicate .

Property. We encode microarchitectural contract satisfaction on

top of the product circuit into the (]Sgr‘fat property, where C is the
contract and ¢ is the retirement predicate, as follows. Our encoding
is parametric in: (a) the total bound k, and (b) the attacker bound
1 < b < k. Intuitively, the formula ;zﬁg’rfm works as follows:

(1) it assumes that, at cycle 0, the two copies of ImpL start from
a valid initial state and with the same microarchitectural state,

(2) it assumes that, for cycles 0 to k, the two executions produce
the same contract traces, i.e., whenever the retirement predicate ¢
holds on both executions, the contract observations are the same,

(3) it asserts that, for cycles 0 to b, the two executions have the
same attacker observations, i.e., they are attacker-indistinguishable.

Note that the attacker bound b is less than the total bound k,
since contract observations are “slower” than attacker observations,
as the former are produced only when instructions retire. This re-
quires looking ahead to check whether future contract observations
may “declassify” a difference in attacker observations. Since these
differences are often caused by in-flight instructions, k — b needs
to be large enough to account the retirement of these instructions
to retire to ensure that the associated observations are produced.
However, sizing k — b to the worst-case, result in large bounds that
(a) slow down checking contract satisfaction in simpler cases, and
(b) may result in counterexamples with many instructions.

To account for this, LEASYN uses a simple optimization, which
is parametric in an instruction bound i. As soon as a difference
in attacker observations is detected (in the first b cycles), we start
decrementing i whenever an instruction is retired by both execu-
tions. LEASYN then terminates terminates the BMC as soon as either
i reaches 0 or the cycle bound k is reached, whichever comes first.
This optimization allows us to dynamically adjust the number of
cycles explored by the BMC. As we show in § 6.2, this has two
benefits: (a) it speeds up bounded verification since the BMC finds
many simple counterexamples faster, without having to always
explore all k cycles, and (b) it often results in shorter counterexam-
ples with fewer instructions, which restrict the synthesizer’s search
space. The encoding of the property checked by LEASYN in terms
of assume and assert statements in Verilog is given in § B.

Proposition 3. Whenever the BMC disproves ¢S’rfm, with retirement

predicate /, BMC bound k, attacker bound 1 < b < k, and instruction
bound i, then there is an attacker-distinguishable test case T, of at
most i instructions, that has the same C-traces.?

4.4 Phase 3: Unbounded soundness verification

As soon as Phase 2b cannot discover further counterexamples,
LEASYN performs an unbounded verification step to ensure that the
synthesized contract is sound, i.e., all possible leaks in the target
processor are captured by the contract.

2We require k —b to be large enough for IMPL to execute and retire at least i instructions.

For this, LEASYN uses the LEAVE contract verifier [17] to prove
that (unbounded) microarchitectural contract satisfaction holds for
the current contract and the target CPU. In a nutshell, LEAVE veri-
fies unbounded contract satisfaction by (a) learning the strongest
possible inductive invariant over pairs of contract-equivalent exe-
cutions, and (b) use this invaraint to prove that contract-equivalent
executions are also attacker-equivalent.

If LEAVE’s verification passes, the synthesized contract is sound
(from [17, Theorem 2]) and as precise as possible (from Proposi-
tion 2) for the target processor. If it fails, LEASYN terminates and
notifies the user. This failure can be due to two reasons:

o If the contract is unsound, the user can re-run LEASYN with
a larger bound for Phase 2b to identify the missed leaks.

o If contract is sound but LEAVE fails to verify it, the user can
provide additional information to LEAVE (e.g., additional relational
invariants) to make the unbounded proof go through [17].

Proposition 4. IfPhase 3 passes, the contract synthesized by LEASYN
is sound and distinguishes as few attacker-distinguishable test cases
as possible among the test cases explored during the synthesis process.

5 Implementation

In this section, we present LEASYN, a prototype that implements
our synthesis approach from § 4 for CPU designs in Verilog. Our
prototype relies on the Yosys Open Synthesis Suite [30] for pro-
cessing Verilog circuits, the Icarus Verilog simulator [31] for sim-
ulating test cases, the Google OR-Tools [32] for the ILP, the Yices
SMT solver [33] for the bounded verification, and the LEAVE con-
tract verification tool [17] for the unbounded verification. LEASYN’s
implementation is available at [34]. Furthemore, we will release
LEASYN as open source together with benchmarks and scripts for
reproducing the experiments from § 6.

Inputs. LEASYN takes as input (1) the target processor IMPL im-
plemented in Verilog, (2) a Verilog expression e over IMPL express-
ing the retirement predicate, (3) a Verilog expression ATK over
ImpL modeling the microarchitectural attacker, (4) the bounds for
the bounded verification, and (5) the additional inputs for the un-
bounded verification in LEAVE (e.g., relational invariants). The user
can also provide as input a set of invariants for fixing the initial state
of ImpL, e.g., for the initial value of microarchitecural components.

Contract templates. LEASYN implements multiple contract tem-
plates (described in § 6.1) that capture different classes of instruction-
level leaks. Even though these templates are defined in terms of
the RISC-V ISA, they need to be instantiated for each new target
processor since different processors often implement the same ar-
chitectural elements (e.g., the register file) with different signals
in Verilog. To address this, all our templates and atoms (across the
entire LEASYN’s pipeline) are implemented in terms of the RISC-V
formal interface [25] (RVFI), which provides a common interface to
the architectural state of a RISC-V core for testing and verification.
This interface, which is implemented by several open-source cores,
significantly simplifies applying LEASYN to a new CPU that already
implements the RVFL

Test generation. LEASYN can accept user-provided test cases as
input. Additionally, LEASYN implements a test generation strategy
for automatically synthesizing a given number of test cases. For



each leakage function in the implemented templates, we also im-
plement the associated modifier functions, which LEASYN uses to
generate test cases. LEASYN’s test generation strategy follows the
process described in § 4.1: (a) we first randomly generate an archi-
tectural state o (consisting of a RISC-V program and initial values
for registers), (b) identify one of the instructions in the program,
and (c) use one of the applicable modifier functions to the selected
instruction to generate the other initial state o”.

Workflow. LEASYN implements the workflow described in § 4.
First, it generates a set of test cases, simulates them, and compute
their attacker and template-distinguishability w.r.t. the attacker
and selected template. Then, it alternates between synthesis and
bounded verification to come up with precise candidate contracts.
Finally, it verifies whether the candidate contract is sound with the
LEAVE (unbounded) contract verifier and terminates.

6 Evaluation

In this section, we report on the use of LEASYN to synthesize sound
and precise leakage contracts. We first introduce the methodology
we followed for our evaluation (§ 6.1): the processors we analyze, the
contract templates and attacker we consider, and the experimental
setup. In our evaluation (§ 6.2), we address these research questions:

e RQ1: Can LEASYN synthesize sound and precise leakage con-
tracts from processor designs at RTL?

o RQ2: What is the impact of the number of initial test cases
on the synthesized contract’s precision and on the synthesis time?

e RQ3: What is the impact of different contract templates on
the synthesized contract’s precision?

e RQ4: Does LEASYN synthesize contracts that are more precise
than sound leakage contracts derived in prior work?

e RQ5: What is the impact of different property encodings on
the verification time of Phase 2b (§ 4.3)?

6.1 Methodology

Benchmarks. We analyze the following CPUs:

e DarkRISCV: An in-order RISC-V core that implements the
RV32E and RV32I instruction sets [35]. We analyzed the 2-stage
DarkRISCV-2 and the 3-stage DarkRISCV-3 implementations.

o Sodor-2: An educational 2-stage RISC-V core [36] that imple-
ments the RV32] instruction set.

o Ibex: An open-source, production-quality 32-bit RISC-V CPU
core [37].> We target the default “small” configuration, which has
two stages and supports the RV32IMC instruction set. We study
three variants: (1) Ibex-small is the default “small” configuration
with constant-time multiplication (three cycles) and without caches,
(2) Ibex-cache is Ibex-small extended with a simple (single-line)
cache, and (3) Ibex-mult-div employs a non-constant-time multi-
plication unit whose execution time depends on the operands [38].

Contract templates. We consider the following basic templates:
o Instruction Leaks (I): atoms exposing information about an
instruction’s encoding (op code, destination and source registers,
immediate values).
o Register Leaks (R): atoms exposing the value of an instruc-
tion’s source and destination registers, and the program counter.

3We translate Ibex (written in SystemVerilog) into Verilog for the analysis with LEASYN.

e Memory Leaks (M): atoms exposing the accessed memory
address and content read from/written to memory.

e Alignment Leaks (A): two atoms that expose the alignment
of a memory access: IS_ALIGNED exposes whether the last two
bits of the memory address are 00 and IS_HALF_ALIGNED ex-
poses whether the last two bits of the memory address are not 11.

e Branch Leaks (BT): atoms that expose the outcome of branch
instructions. For conditional jumps, the atoms expose if the branch
is taken. For unconditional ones, the atoms return the constant 1.

e Value Leaks (V): atoms exposing selected information about
values of source and destination registers: (a) whether these values
are equal to 0, and (b) the logarithm of the value. These atoms are
inspired by known value-dependent leaks in the Ibex core [17, 22].

Additionally, we consider templates obtained by combining the
basic ones listed above, and we denote such combinations with +.
In particular, the Base Leaks (B) template consists of I + R + M,
that is, the template containing all atoms from I, R, and M.

Attacker. We consider an attacker that observes when instructions
retire, i.e., when the retirement predicate holds.

Unbounded verification setup. For the unbounded verification
using LEAVE, for all benchmarks, we re-use the state invariants (and
additional candidate inductive invariants) manually constructed by
Wang et al. [17] for verifying the same cores.

Experimental setup. All our experiments ran on an AMD Ryzen
Threadripper PRO 5995WX with 64 cores and 512 GB of RAM. Each
experiment ran in a dockerized Ubuntu 24.04 with Open]DK 21.
LEASYN used Google OR-Tools version 9.10, Yosys version 0.48,
Icarus Verilog version s20250103, and Yices version 2.6.5.

Evaluating precision. Leakage contracts classify pairs of exe-
cutions as distinguishable or indistinguishable. To measure the
precision of synthesized contracts, we use the standard notion of
precision used for binary classifiers, following [22]. Given a tar-
get processor, a contract C, and a validation set V of test cases,
the precision of C w.r.t. V is TPTFP where TP is the number of test
cases that are contract and attacker distinguishable, and FP is the
number of test cases that are contract distinguishable but attacker
indistinguishable. For each benchmark, we generate a validation

set consisting of 2048K test cases.

6.2 Experimental results

RQ1 - Synthesis for open-source RISC-V cores. To evaluate
whether LEASYN can synthesize sound and precise leakage con-
tracts from open-source cores, we apply LEASYN to all benchmarks
from § 6.1. For each core, we use LEASYN to synthesize a contract
against the B + A + BT + V template with a set of 128K test cases.

Table 1 summarizes the results of our evaluation. The table re-
ports (a) the number of iterations for the synthesis loop, (b) the static
BMC bound k, the attacker bound b and the instruction bound i
used, (c) the total synthesis time split between Phase 1, Phase 2a,
Phase 2b, and Phase 3, (d) the number of atoms in the final synthe-
sized contract, and (e) the precision of the synthesized contract.

We highlight the following findings:

e LEASYN successfully synthesizes sound contracts for all target
CPUs, and all contracts pass the unbounded verification phase.



Table 1: Results of LEASYN’s synthesis campaign.

Processor Iterations Bmc ATK Instr Synthesis time (hh:mm:ss) #atoms  Precision
bound bound bound Phase1 Phase2a Phase2b  Phase 3
DarkRISCV-2 0 15 10 1 00:03:06  00:00:00 01:22:44  43:16:44 8 0.998
DarkRISCV-3 0 20 15 1 00:03:56  00:00:00  04:52:56  18:51:26 8 0.999
Sodor-2 0 6 5 1 00:05:17  00:00:00 00:13:31  03:01:59 8 0.998
Ibex-small 3 51 12 1 00:08:39  00:01:44  02:38:33  22:09:32 24 0.999
Ibex-cache 23 51 12 1 00:16:17  00:14:18 02:11:28  21:43:59 27 0.579
Ibex-mult-div 1 51 12 1 00:09:30  00:00:49  03:28:17  24:38:21 24 0.999

e The synthesized contracts have precision higher than 0.99 for
all targets except for Ibex-cache. The low precision in the Ibex-
cache case is due to the core having a single-line cache, which leaks
whether a given address has been accesses consecutively or not.
This leak cannot be precisely captured in the B+ A+BT+V template,
and LEASYN falls back to exposing the values of all memory accesses.

e For all cores, LEASYN can synthesize a contract that passes
the bounded verification (without phase 3) in less than 5 hours.
In several cases, the unbounded verification of the contract using
LEAVE [17] dominates the overall execution time.

e For DarkRISCV-2, DarkRISCV-3, and Sodor-2, LEASYN can
synthesize a sound contract (each one with 8 atoms) directly from
the initial test cases. For Ibex, instead, LEASYN needs to iterate
between Phases 2a and 2b, before converging on the final contract.
Furthermore, the synthesized contracts contain more atoms than
those for DarkRISCV and Sodor-2, which is consistent with Ibex
being more complex than the other benchmarks.

e While Sodor-2, DarkRISCV-2, and DarkRISCV-3 only leak
through control-flow operations, contracts for the Ibex cores cap-
ture additional leaks. The contracts for all Ibex cores expose: (a) if
the second operand of div, divu, rem, remu instructions is 0, (b) if
memory accesses are aligned or not (only for stores for Ibex-cache),
(c) if the core is executing a memory read or write, and (d) if the core
is executing a mul, mulh, mulhu, or mulhsu. Furthermore, the con-
tract for Ibex-cache exposes the entire address of memory loads
(capturing the cache leak), whereas the contract for Ibex-mult-div
exposes the logarithm of the second operand for mul instructions
(capturing the timing leak introduced by the slow multiplication
unit). Table 4 in Appendix A summarizes these leaks.

RQ2 - Impact of the number of test cases. LEASYN uses test
cases to generate the candidate contract. To evaluate the impact of
number of test cases on the synthesis process, we use LEASYN to
synthesize a contract for all our benchmarks using the B+ A+BT+V
template and different number of test cases (from 0 to 2048K).

Figure 2 reports the results of our experiments. In particular,
Figure 2a reports the execution time (excluded the unbounded veri-
fication)* needed to synthesize a sound contract for the different
configurations, whereas Figure 2b reports the precision of the syn-
thesized contract. We highlight the following findings:

o A very small number of initial test cases often results in a high
synthesis time. The reason for this is that small sets of initial test
cases often exercise only a limited behavior of the target processor,
which results in a greater number of iterations of the synthesis loop.

4We omit the unbounded verification time because (a) it is roughly independent on
the number of test cases and (b) it often dominates the rest of the process.

o Increasing the number of test cases is beneficial as long as the
simulation time required to find a new leak is shorter than the time
required to find a new counterexample via bounded verification. At
around 1024k/2048k test cases the probability of finding new leaks
via simulation is low and the simulation time starts to dominate.

e A very small number of test cases often results in low preci-
sion contracts. This is because phase 2a (§ 4.2) relies on attacker-
indistinguishable test cases to optimize the precision of the synthe-
sized contract. Small sets of test cases do not provide enough infor-
mation to guide synthesis and often leads to imprecise contracts.

o Increasing the number of test cases thus usually increases the
precision of the synthesized contract, even though there are cases
where the contract gets worse with more test cases. For all cases ex-
cept Ibex-cache, the precision of the synthesized contract stabilizes
at 1 quickly (at most after reaching 32K test cases). For Ibex-cache,
the precision stabilizes at 0.579. This is due to the limitations of
the template. All synthesized contracts for Ibex-cache expose the
accessed memory address (to capture cache leaks), even though
Ibex-cache implements a single-line cache so the actual leak only
exposes whether a given address has been accessed consecutively
or not, which cannot be captured in our template.

RQ3 - Impact of contract templates. The user-provided contract
template defines the search space explored by LEASYN. To study
the impact of different templates, we use LEASYN to synthesize a
contract with increasingly more expressive templates and measure
the contract’s precision. For each core and template, we run LEASYN
with the same bounds as in Table 1 and with 64K test cases.

Figure 3 summarizes our results. We highlight these findings:

o Template B = I+ R+ M is the first template for which LEASYN
can synthesize sound contracts for all target CPUs. For templates
I, R, M in isolation, LEASYN cannot synthesize a sound contract,
since no sound contract exists in these templates.

e B — B + A : For the Ibex cores, additionally considering
template A results in more precise contracts. Executing aligned and
non-aligned memory accesses take different times. In template B,
this can only be captured by exposing the entire memory address.
In B + A, LEASYN synthesizes a more precise contract that exposes
only whether memory accesses are aligned or not.

e B+A — B+ A+ BT : Additionally considering the BT
template increases precision. The branch-taken and branch-non-
taken cases have different execution times. Without BT, LEASYN is
forced to synthesize contracts that expose the values of the registers
used to compute the branch. With BT, LEASYN synthesizes more
precise contracts that only expose whether the branch is taken.

e B+A+BT — B+A+BT+V :For the Ibex cores, additionally
considering the template V further increases precision. These cores
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rely on a multiplication/division unit where (a) the execution time
of multiplications is proportional to the logarithm of one of its
operands, and (b) there is a fast path for division if the divisor equals
to 0. With V, LEASYN can synthesize contracts that characterize
such leaks, rather than having to expose entire operands.

RQ4 — Comparison with prior sound contracts. Prior work have
manually constructed sound leakage contracts for some RISC-V
cores. We focus on contracts from [17] and [23] for the Ibex-small
CPU and we compare them (in terms of precision) to the contract
synthesized by LEASYN using B + A + BT + V as template, an initial
set of 64K test cases, and the bounds from Table 1. Like LEASYN,
[17] and [23] target an attacker that observes retirement time.

We measure the precision of the three contracts against two
different validation set: different-programs and same-programs.
The different-programs validation set consists of 64K test cases
where the two programs in each test case might be different, which
we generate with LEASYN’s default test-generation strategy. The
same-programs validation set consists of 64K test cases where
the two programs in each test case are the same and only the
initial inputs differ. We consider also same-programs since [17, 23]
assume that the program itself is public and known to the attacker.

Table 2 summarizes the precision of all contracts. The con-
tract generated by LEASYN is significantly more precise than those
from [17, 23] when considering the different-programs valida-
tion set. This is unsurprising as the contract templates underly-
ing [17, 23] are unable to express indistinguishability between dif-
ferent programs. However, the contract produced by LEASYN is also
more precise than the ones from [17, 23] under the same-programs
validation set. This is due to the fact that [17, 23] consider coarser

Table 2: Comparison with contracts from previous works

LeaVe [17] ConjunCT [23] Our work
same-programs 0.774 0.544 1.000
different-programs 0.054 0.056 0.999

Table 3: Impact of property encoding on bounded verification

# test cases 2K 4K 8K 16K 32K 64K 128K 256K
Time o 818 5:10 5:12 3:07 3:30 1:46 2:48 247
(hh:mm) b 19:27 9:37 7:39 6:19 3:58 2:32  1:41  2:43

o 61 40 27 13 10 7 3 3
b 110 48 37 33 15 9 2 3
avg. #instr. o 1.1 13 1.1 1.2 1.2 13 1.7 1.7
in cex b 58 44 54 53 10 7.6 3 7

Iterations

templates than B + A + BT + V, which require them to expose more
information than needed to capture the actual leaks in Ibex-small.

RQ5 — Impact of property encoding on bounded verification.
We use LEASYN to synthesize contracts for the Ibex-small core
with B + A + BT + V as template. We implement and compare two
encodings: the base one (denoted b) where the BMC always explores
up to 51 cycles (same bound as in Table 1), and the optimized
one (denoted o and described in § 4.3) where the BMC stops the
exploration as soon as: (a) one instruction retires after observing a
difference on the attacker trace, or (b) it reaches 51 cycles.

Table 3 summarizes the results. We highlight these findings:

o The optimized encoding results in faster (bounded) synthesis.
However, the speedup is more significant with a lower number of
initial test cases. Part of this speedup is due to a reduced number
of iterations along the synthesis loop.

e The optimized encoding results in shorter counterexamples,
i.e., programs with less instructions. Intuitively, shorter counterex-
amples are better since they reduce the synthesizer’s search space.

7 Discussion

Verification bounds. The choice of bounds for the bounded ver-
ification step (Phase 2b) can affect the success of the synthesis
process and its runtime. On the one hand, too short a bound can
result in a candidate contract that passes the bounded verification
but fails the final unbounded verification step (Phase 3), since the



bounded verification failed in discovering some leaks. On the other
hand, too large a bound can significantly slow down the entire
synthesis process, in particular when the synthesis loops requires
many iterations. In practice, in our experiments starting with a
total bound of i * k and an instruction bound of i — 1, where k is
the maximum number of cycles for retiring an instruction and i is
the maximum number of in-flight instructions, was sufficient to
successfully synthesize the contracts.

Limitations on supported contracts. Our formal model (§ 3) is
restricted to sequential leakage contracts that only capture leaks
generated by architectural instructions. Using the terminology
of [16, 39], LEASYN only synthesizes “leakage clauses” for the se-
quential execution model. Furthermore, given that the leakage func-
tions in our atoms map single architectural states to contract ob-
servations, LEASYN is geared towards synthesizing contracts for
instruction-level leaks, i.e., those leaks that can be attributed directly
to a specific instruction rather than to a sequence of instructions.
We leave the synthesis of other classes of contracts, e.g., those
capturing speculative leaks [16, 21], as future work.

Dependence on user-provided contract atoms. Our approach
critically relies on user-provided contract atoms that are able to
capture the leakage of the target processor soundly and precisely.
For non-speculative leaks, it is fairly straightforward to define atoms
able to soundly capture a processor’s leakage, by exposing any
information an instruction may depend on. It is less obvious how
to define atoms able to capture leakage precisely, as this requires
understanding the actual leakage of the processor. It is future work
to investigate how to automatically derive such atoms.

Termination of the synthesis loop. The contract synthesis al-
gorithm generates a sequence of candidate contracts in a non-
monotonic fashion: each new candidate need not be a superset
of the previous one. For instance, CTR; from § 2.1 is incomparable
to CTR;. Nevertheless, the synthesis loop is guaranteed to terminate,
since each counterexample rules out at least one incorrect candidate,
and the number of possible contracts given a template is finite.

(Non-)determinism of synthesis. For a fixed set of test cases, there
may be multiple incomparable sound contracts that have the same
optimal precision. Beyond this inherent non-determinism, however,
the synthesis process is deterministic: While the bounded verifica-
tion step may generate different counterexamples in different runs,
the algorithm will always converge to one of the sound contract that
is optimal with respect to the set of test cases generated in Phase 1.

8 Related work

Leakage verification: LeaVe [17] verifies a given leakage contract
against a RTL processor by learning a set of inductive relational
invariants. Contract Shadow Logic [40] follows a similar approach,
but it uses an explicit state model checker instead of relying on
invariants. While both approaches ensure soundness of contracts,
these contracts are user-provided and their precision crucially relies
on careful modelling by the user. In contrast, our work synthesizes
sound and precise leakage contracts automatically, starting from a
high-level contract template describing possible leakage sources.
Given a hardware design, ConjunCT [23] and its follow-up H-
Houdini [24] identify a set of safe instructions that can be invoked

with secret arguments without timing leaks. While their focus on
identifying safe instructions allows these tools to scale remarkably
well, it also limits the guarantees they provide. In particular, they
only guarantee that programs consisting exclusively of safe instruc-
tions will not result in leaks. However, since branching and memory
instructions affect timing, they are not safe, which severely limits
set of programs that can be run securely on the processor.
Ceesay-Seitz et al. [41] introduce a property called microarchi-
tectural control-flow integrity (u-CFI), which checks for undue
influences from instruction operands to the (micro-architectural)
program counter using a taint-tracking approach. While y-CFI cap-
tures a number of security violations of processors (e.g., certain
speculative execution attacks), it can only check for violations of a
fixed property and cannot express general leakage contracts.
Bloem et al. [42] verify leakage contracts for power side channels.
Their technique can verify the soundness of a given contract, but it
does not perform synthesis and offers no precision guarantees.

Leakage Testing: Revizor [39] and ScamV [43] check black-box
CPUs against leakage contracts via testing. White box fuzzers like
Phantom Trails [44], IntroSpectre [45], and SpecDoctor [46] can
detect speculative execution bugs in CPUs by fuzzing an RTL design,
but they cannot capture general contracts. While these approaches
can find violations for certain classes of leaks, they cannot prove
their absence and do not synthesize leakage descriptions.

Synthesis of leakage descriptors: RTL2muPath [47, 48] syn-
thesizes happens-before models for microarchitectural leaks. It
enumerates the paths that an instruction can take through the mi-
croarchitecture. If different paths have a different timing profiles,
the instruction may leak via timing. The technique therefore records
which other instructions may influence the choice of microarchitec-
tural path, thereby obtaining a form of leakage descriptor. While the
leakage descriptors in [47] are synthesized semi-automatically, un-
like LEASYN, their synthesis is not guaranteed to be precise, and it is
not obvious how to relate their descriptors back to software. Mohr
et al. [22] synthesize leakage contracts that are precise, but can-
not guarantee their soundness differently from LEASYN. Moreover,
they cannot handle contract templates where a leakage function is
shared by multiple atoms, which LEASYN uses when synthesizing
contracts for all our benchmarks in § 6.

9 Conclusion

To use leakage contracts to write software secure against microar-
chitectural attacks, programmers require sound and precise con-
tracts for existing processors, which we currently lack. To address
this gap, we presented an approach to automatically derive such
contracts directly from an RTL processor design, with limited user
intervention. We implemented our approach in the LEASYN synthe-
sis tool, which we used to synthesize sound and precise contracts
for six open-source RISC-V cores. Our results indicate that contracts
synthesized by LEASYN are more precise than sound contracts con-
structed in prior works.
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A Additional tables B Property encoding in Verilog

Table 4 summarizes the leaks captured by the synthesized contracts Figure 4 depicts the Verilog property encoding bounded contract
in the experiment from RQ1. satisfaction checked by LEASYN. The property is expressed on top
of the product circuit constructed as outlined in § 4.3.



Table 4: The table shows the leaks captured by the synthesized contract.
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2 For jump instructions, there are other atoms that yield the same precision (w.r.t. to our evaluation set). Therefore,

in some runs (depending on the initial test cases) the contract may expose slightly different atoms.
b Store instructions only, load instructions leak MEM_ADDR.

wire atk_equiv = // expression encoding that the attacker observations are the
wire ctr_equiv = // expression encoding that if the retirement predicate holds
// in the two executions, then the contract observations must be the same

// property checked
reg [31:0] counter = b;
reg [31:0] instr_counter = i;
reg state_atk_equiv =1 ;
always @ (posedge clock) begin
if (counter > @) begin
counter <= counter - 1;
state_atk_equiv <= state_atk_equiv && atk_equiv;

end

// There is an attacker conflict and a new instruction is retired

if (state_atk_equiv == @ && Retire_left && Retire_right) begin
instr_counter <= instr_counter - 1;

end

end

// initialize microarchitectural states

assume property (init_state_equiv);

// assume contract equivalence until the instruction counter equals to @
assume property (instr_counter == || ctr_equiv);

// configuration of the processor

assume property (state_invariant);

// check the attacker equivalence from cycle @ to b

assert property (instr_counter != @ || state_atk_equiv);

same on the current cycle
in the current cycle

Figure 4: Encoding of the bounded contract satisfaction property in Verilog
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